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Truncated, Base 32-encoded
hash over RSA public key
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You are not limited to HTTP(S)
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Onion service Ul is designed to be seamless
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Onion services are self-authenticating
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Onion services are self-authenticating
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Onion services are end-to-end encrypted
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Onion services are end-to-end encrypted
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Both client and server are anonymous
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Both client and server are anonymous

| talk to the client
through relay R2

| have no idea who I'm
talking to.
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| talk to the onion
service through relay R2

The Tor network



Traffic analysis is still possible

3wcwjjnu
vjyazeza

The Tor network



Traffic analysis is still possible
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Configuration errors still an issue
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Configuration errors still an issue
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Onion services have usability issues
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Onion domains are difficult to remember

g R — _ B Very difficult

'8 B Somewhat difficult
8 torprojectqyghjn - " Neutral

B= Somewhat easy

O  facebookcorewwwi l Very easy
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Onion domain management is chaotic

Bookmark in Tor Browser | G
Save in local text file | GG
Refer to trusted websites | EENGGGGGG_G__
No good solution [ NG
Use search engines [ NN
Memorization |G
Other |l
Save with pen and paper |l
]
0

How do you handle
onion domains?

Web-based bookmarking
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Makeshift solutions ease onion domain discovery

Social networking sites
Search engine lists
Random encounters
Friends and family
Other

Not interested

Way of
discovery

0O 10 20 30 40
Percentage
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| wasn't aware that onion site search
engines exist. It's been near
impossible for me to find them so far.

Survey respondent



@ inc. never seen B alive only ( © n/a @ genuine @ fake ) @ show
subdomains @@ show fh default @ search title only @ match phrase

search: Go >>>

search for title, email, bitcoin addr or enter ".onion" domain for onion info. [ G] means genuine,
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Vanity onion domains

® Generate onion domains until hash
resembles desired string

e The good:
O Hints at onion service content

e The bad:
o Breeds false sense of security
o Economically unfair

propub3réespa33w.
nytimes3xbfgragh.
facebookcorewwwi .

protonirockerxow.

onion

onion

onion

onion



| only memorize the first part of the
domain.

Survey respondent



| understand vanity onion domains
are a sign of the weakness of the hash
algorithm used by Tor.

Survey respondent



These people who created their onion
name using scallion or other tools
should notice that other people can
make [the] same private key.

Survey respondent



Making onion domains more usable

e Have Tor Browser help with encrypted bookmarks

e Make it easier for site foo.com to announce its onion service

e Allow onion service operators to opt-in to publishing mechanism
e Some Ul elements are misunderstood

® Better documentation and education



Next-generation onion domains are longer
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Thanks for listening!

® Projectinformation: https://nymity.ch/onion-services/
e Contact: phw@nymity.ch

® Thanks to The Tor Project, Tor community, and collaborators!

Annie



